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Overview

In this chapter, your students begin their journey by learning about the different Windows Server 2016 editions, from the industrial-strength Datacenter Edition to the more basic Essentials Edition. They will also learn how Windows Server 2016 works in tandem with client desktop systems such as Windows 7, Windows 8, Windows 8.1, and Windows 10. Windows Server 2016 incorporates many new features, which you will begin to introduce to your students in this chapter. After exploring the features, your students will review the networking models used by Windows Server 2016, from peer-to-peer to server-based networking. Finally, they will present the basic networking protocol concepts and configuration techniques for effective Windows Server 2016 networking.
Chapter Objectives

· Identify the key features of each Windows Server 2016 edition

· Understand the hardware requirements for Windows Server 2016

· Identify client systems that can be used with Windows Server 2016

· Understand important general features of Windows Server 2016

· Plan a Windows Server 2016 networking model

· Explore introductory concepts for the networking protocols, IPv4 and IPv6, used by Windows Server 2016

· Configure and enable TCP/IP in Windows Server 2016
Teaching Tips

Windows Server 2016 Editions
1. The Windows Server 2016 platforms are as follows:
· Windows Server 2016 Essentials Edition

· Windows Server 2016 Standard Edition

· Windows Server 2016 Datacenter Edition
· Windows Server 2016 Multipoint Premium Server

· Windows Storage Server 2016

· Windows Hyper-V Server 2016

Windows Server 2016 Essentials Edition
1. Explain that for a business or organization with up to 25 users, Windows Server 2016 Essentials Edition is a good option. 
2. Emphasize that Windows Server 2016 Essentials Edition supports a maximum of:
· 25 users

· 16.8 million connections for file sharing through Server Message Block (SMB) services

· 2 central processor sockets

· 50 Remote Desktop connections

· 50 Routing and Remote Access connections

3. Stress that Windows Server 2016 Essentials Edition cannot join a domain, other than to migrate files and data from one server to another.
4. Stress that Windows Server 2016 Essentials Edition provides most but not all server roles.
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Explain to your students that Windows Server 2016 Essentials Edition does not provide the Hyper-V role. Therefore it cannot provide cloud services to an organization. 



5. Point out that Microsoft has implemented features to Server 2016 Essentials Edition to make it particularly attractive to small businesses and organizations. These features include:
· User groups can be created to manage clients and client access to Microsoft Office 365.

· Backups and restores can use file history information for each user instead of only for each device.

· Size and growth of a server folder can be managed through a space quota.

· Installation can be on a standalone physical server or as a virtual machine (guest server) on a virtual server, which means it can be a guest operating system on another server that houses multiple guest operating systems.

· Server Health Reports are automatically installed to be available at the time Essentials Edition is installed.

· Mobile devices can be managed using Dashboard, which is a tool within Server Manager for simplified management of the server.

· BranchCache is available so that data can be accessed quickly on a server running Essentials Edition at an offsite location.
6. Use Table 1-1 to introduce the maximums for Windows Server 2016 Essentials Edition. 
Windows Server 2016 Standard Edition 
1. Explain that Windows Server 2016 Standard Edition is designed to meet the everyday needs of small to large businesses and organizations.
2. Mention that Standard Edition provides file and print services, secure Internet connectivity, centralized management of users, and centralized management of applications and network resources.
3. Briefly, summarize the important features in Windows Server 2016 Standard Edition:
· The Start button and Start menu are back in the desktop interface after being removed in Windows Server 2012 (the Start button returned in Windows Server 2012 R2 and the Start menu in Server 2016).

· Active Directory, which is the cornerstone database for managing users, applications, and networking, is easier to set up and has improved file security.

· A domain controller, which houses Active Directory, can be cloned to quickly create additional domain controllers.

· Generic Routing Encapsulation (GRE) tunneling to enable virtual private networks to go over external networks, including wide area networks.
· Desired State Configuration is used to monitor specific server states and roles so that desired states don’t change as other elements are changed on one or many servers in the same server pool.

· Windows Defender is automatically included as an antivirus and antimalware program.

· Storage tiering allows selected blocks of data to be moved to different storage locations, such as moving data from hard drive storage to solid state storage.

· Storage pinning works with storage tiering to enable you to move (and ensure they stay) specific files to the desired type of storage, such as ensuring that customer service files that require fast access are always kept in solid state storage.

· A new network controller role that provides information about the network structure, such as about protocol services, virtual private networks, and the physical structure of a network.

· Parallel rebuild that enables a failed disk in RAID (a set of disks for redundant storage) to be rebuilt significantly faster.

· Virtual desktops—which is a capability that is also a part of Windows 10—enables you to run different desktops side-by-side, such as having one desktop working with programming tools and another desktop using server administration tools.

4. Stress the differences between a virtual server and a virtual machine. A computer running virtual server software, such as Hyper-V, is typically referred to as a virtual server, while each instance of an operating system running within the software is a virtual machine. A virtual server is considered the host and each virtual machine is a guest.
5. Explain that Windows Server 2016 has the option to use containers. Containers enable applications to run in an isolated fashion with the ability to execute multiple applications on one computer system. There are two types of containers: Windows Server containers and Hyper-V containers. 
6. Mention that in addition to containers, Standard Edition provides basic server elements that enable file and printer sharing, essential network services, application sharing, user authentication, and many other server services. Historically, Standard Edition has paved the way for Windows Server operating systems to use symmetric multiprocessor (SMP) computers.
7. Explain that another feature in Windows Server 2016 Standard Edition is clustering. Clustering is the ability to increase the access to server resources and provide fail-safe services by linking two or more discrete computer systems so they appear to function as one. The advantage of server clustering is the increase in computer speed or capacity to complete server tasks faster.
8. Use Figure 1-1 to aid the discussion on server clustering. 
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In Windows Server 2016 Standard Edition and Windows Server 2016 Datacenter Edition, physical servers may utilize up to 64 central processor sockets. 



Windows Server 2016 Datacenter Edition 
1. Explain that Windows Server 2016 Datacenter Edition is designed for environments with mission-critical applications, very large databases, very large virtualization requirements, cloud computing needs, and information access requiring high availability.
2. Briefly mention the maximums for Datacenter Edition are: 
· Number of users limited only by the number of user licenses purchased and number of server cores

· Up to 16.8 million connections for file sharing through SMB services

· Up to 64 central processor sockets

· Number of Remote Desktop connections limited only by the number of user licenses purchased

· Number of Routing and Remote Access connections limited only by the number of user licenses purchased

· No limit to the number of Windows Server containers and Hyper-V containers

3. Explain that the new features in Windows Server 2016 Standard Edition also apply to Datacenter Edition. The differences between the two editions focus on Datacenter Edition’s industrial strength capabilities in the areas of virtualization, cloud computing, and database handling.
4. Make it clear that Windows Server 2016 Datacenter Edition does not come with database software, such as Microsoft SQL Server, but it is designed to provide the operating system resources to accommodate large database applications in any organization.
Windows Server 2016 Multipoint Premium Server 
1. Explain that Multipoint services enable many users to share the same physical computer through each person connecting a keyboard, monitor, and mouse to a USB hub that is connected to a server.
2. Mention that Windows Server 2016 Multipoint Premium Server is offered to educational customers to provide volume licensing for multipoint services. The Multipoint Services role is included as a regular server role in Windows Server 2016 Standard and Datacenter Editions.
Windows Storage Server 2016 
1. Explain that original equipment manufacturers (OEMs) that focus on storage solutions for organizations can offer Windows Storage Server 2016 on the server-based products they sell.
2. Point out that Windows Storage Server 2016 turns a server into a central storage center for data in an organization and takes advantage of the storage utilities offered in Windows Server 2016.
Microsoft Hyper-V Server 2016 
1. Briefly, mention that Microsoft Hyper-V Server 2016 is a free download of a basic server system that enables you to use Hyper-V.
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Summarize and review the information presented in Table 1-1 to conclude your discussion on the main Windows Server 2016 editions.



Hardware Requirements for Windows Server 2016

1. Detail that before you install any Windows Server 2016 edition, carefully consider the hardware needs for your installation.

2. Indicate that your server installation should be planned based on what you need to do with the server. Here are some general questions to consider:

· What role or roles will the server have in your organization? 

· Do you need to deploy virtual machines, and if so how many?

· What databases will be used and how large are they?

· Will the server offer image libraries or multimedia to users?

· How many local and remote users are to be supported?

· What kind of support is needed from the hardware vendor?

· What redundancy features are needed to ensure the server continues running in the event of a hardware failure, such as a failed disk drive, power supply, or network interface card?

· What growth in server use and resources is expected in the next 3 to 5 years?
3. Use Table1-2 to discuss the minimum hardware requirements for Windows Server 2016.
Using Windows Server 2016 with Client Systems
1. Emphasize that the client workstation operating systems most compatible with Windows Server 2016 are Windows versions 7, 8, 8.1, and 10, with Windows 10 the most compatible in terms of client management.

2. Outline that a client is a computer that accesses resources on another computer via a network or direct cable connection; a workstation is a computer that has its own central processing unit (CPU) and can be used as a stand-alone or network computer.

3. Stress that Windows versions 7 through 10 are designed as reliable and secure workstation operating systems to be used in a business environment in a peer-to-peer network or as a member of a domain.
4. Mention that in terms of networking advancements, some of the advantages of using Windows Server 2016 and Windows versions 7 through 10 include the following:
· Enhanced capabilities to recover from many types of network communications problems

· Computer code for more efficient network communications

· More network diagnostic capabilities

· Computer code for better use of the network communications protocols, IPv4 and IPv6, with special emphasis on IPv6

· Continuing upgrades for Windows PowerShell commands and scripts in Windows Server 2016 as well as in Windows 7 through 10
5. State that Windows Server 2016 is intended to play a key management role on a network by hosting Active Directory. Windows versions 7 through 10 offer the best compatibility with the newest version of Active Directory in Windows Server 2016.
6. Mention that many desktop configuration settings (including software deployment) can be automated from Windows Server 2016 to Windows clients.

7. Introduce the fact that in addition to Windows clients, Windows Server 2016 supports Linux computing options, through Linux Integration Services (LIS), which enable Linux clients to access a Linux virtual machine in Hyper-V.

Windows Server 2016 Features
1. This section describes the following Windows Server 2016 features:
· Server Manager

· Security

· Clustering

· Enhanced Web services

· Windows Server Core and Nano Server
· Windows PowerShell

· Virtualization

· Reliability

· Multitasking and multithreading

· Physical and logical processors

· Containers

Server Manager
1. Explain that the Server Manager enables the server administrator to manage critical configuration and management features with one tool.

2. Mention that the Server Manager is used to:
· Configure a server from the beginning.

· View computer configuration information.

· Change server roles and system properties.

· Configure networking.

· Configure Remote Desktop.

· Configure security, including the firewall.

· Configure a multitude of server roles, from a basic file server to advanced network services.

· Add and remove features.

· Run diagnostics.

· Manage storage and backups.

· Manage multiple servers from one places.
3. Explain that in Windows Server 2016, the new features of Server Manager include the following advantages:
· The Local Server option makes all of the local server properties available to manage.

· Multiple servers are easier to manage from one place.

· Servers can be grouped so that all the servers in a specific group receive one or more commands simultaneously.

· The Dashboard offers quick-start guidance for setting up one or more servers and establishing groupings used to manage specific kinds of servers.

· The Server Manager GUI has a new look different from Windows Server 2012 with added features, such as greater ability to add and manage remote servers.

Security

1. Point out that Windows Server 2016 is built to be even more secure than previous Windows Server systems. 

2. Emphasize that Windows Server 2016 is implementing security by default.
3. State that Windows Server 2016 additionally includes basic security features, such as:
· File and folder permissions

· Security policies

· Encryption of data

· Event auditing

· Various authentication methods

· Server management and monitoring tools
Clustering and Clustering Tools
1. Mention that Clustering is an important feature of Windows Server 2016 because it not only makes a server system more powerful, but it also provides failover capabilities, so that if one server in a cluster fails, its work is automatically taken over by other servers in the cluster.

2. Windows Server 2016 offers tools to:
· Test a cluster to ensure it is set up to accomplish the tasks for which it is intended

· Migrate configuration settings from one cluster to another

· Quickly configure a cluster and troubleshoot problems

· Set up storage used in a cluster

· Create better cluster storage performance and reliability

· Secure a cluster and enable it to use new network capabilities
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Enhanced Web Services
1. Explain that Windows Server 2016 comes with Microsoft Internet Information Services (IIS) to transform the server into a versatile web server.
2. Mention that Consistent with Microsoft’s emphasis on security, IIS is implemented in multiple modules. This design is intended to enable IIS to have a lower attack surface.
3. Detail that another security feature is the easy application of IIS patches. Microsoft often issues patches for its software as new attack techniques against its operating systems and applications are discovered.

4. Point out that IIS is also redesigned to make it easier for network programmers to write network applications and configure applications for the Web.

Windows Server Core and Nano Server
1. Outline that Windows Server 2016 gives you the option to install a minimal server environment using Server Core or Nano Server.

2. Define Windows Server Core as a minimum server configuration designed to function in a fashion similar to traditional UNIX and Linux servers.

3. Mention that when you install Windows Server Core, you do not have the following:
· A graphical interface, just a command line

· Graphical tools to configure the server, such as Server Manager

· Extra services that you do not need

· A mouse pointer on the screen

· Windows Mail, Microsoft Word, search windows (in fact, no windows), and other software

4. Stress that what you do have are the essential or core services needed to run a server.

5. Explain that Windows Nano Server is introduced as a new installation option in Windows Server 2016.
6. Highlight the idea behind Nano Server is to provide a foundation for server computing, particularly in the cloud that can be used for the next 20 years.
7. Emphasize that Microsoft views Nano Server as a platform on which to run a:
· DNS or DHCP server

· Applications server, such as from the cloud

· Web server

· Database or file server
Windows PowerShell

1. Define Windows PowerShell as a command-line interface that offers a shell, a customized environment for executing commands and scripts.

2. Describe some of the tasks that you can perform with PowerShell, including:

· Work with files and folders 

· Manage disk storage 

· Manage network tasks

· Set up local and network printing options 

· Install, list, and remove software applications 

· View information about the local computer, including user accounts

· Manage services and processes

· Lock a computer or log off

· Manage IIS Web services

3. Mention that Windows PowerShell is automatically integrated with Windows Server 2016 and offers several hundred command-line tools, also called cmdlets.
Virtualization
1. Explain that Hyper-V in Windows Server 2016 provides the ability to run two or more operating systems on a single computer.

2. Describe some of the following Hyper-V capabilities:

· Compatible with clustering

· Able to handle up to a four-processor SMP computer

· Can be used with Windows and Linux operating systems

· Compatible with different types of disk storage methods

· Enables fast migration from one computer to another

· Can house 64-bit and 32-bit operating systems

Reliability

1. Explain that the operating system kernel runs in privileged mode, which protects it from problems created by a malfunctioning program or process. The kernel consists of the core programs and the computer code of the operating system.

2. Mention that privileged mode gives the operating system kernel an extra level of security from intruders and prevents system crashes due to poorly written applications.

3. Explain that Microsoft has introduced typical and protected processes in both Windows Server 2016 and Windows 7 through 10.
4. Define a process as a computer program or portion of a program that is currently running. A typical process is like one on previous Windows systems in which the process can be influenced by a user or other processes. A protected process is one for which outside influences are restricted.

Multitasking and Multithreading
1. Define multitasking as the ability to run two or more programs at the same time.

2. Define multithreading as the capability of programs written to run several program code blocks, or ‘‘threads,’’ at the same time.

3. Explain that the multitasking in Windows Server 2016 is called preemptive multitasking. This means each program runs in an area of memory separate from areas used by other programs.

4. Mention that the advantage of preemptive multitasking is that it reduces the risk of one program interfering with the smooth running of another program, which increases reliability.

Physical and Logical Processors
1. Explain that Windows Server has become a versatile and powerful operating system that can be scaled upward in processor capacity. As more capacity is needed, more processors can be added.
2. Stress that Windows Server 2016 can support up to 64 sockets for individual physical processors and one physical processor can house several logical processors.
3. Highlight that when a computer is functioning as a virtual server, each virtual machine can be set up to use logical processors and their cores as virtual processors. In this case, a virtual processor is a logical processor or one or more of its cores that function for the use of a specific virtual machine.

4. Point out that Windows Server 2016 can have up to 640 logical processors—using up to 64 sockets. When Hyper-V in use, Windows Server 2016 supports up to 320 logical processors—again with up to 64 sockets.

Containers
1. Explain that Windows Server 2016 has a new feature, called containers, that enable you to isolate a specific application to run in its own environment.
2. Stress that while running inside a container, it is as if that application has its own unique access to Windows Server 2016 operating system files— including running processes, using the file system, using the registry, and even a unique access to network communication addresses.
3. Mention that the idea is to increase the efficiency of the application operating environment while keeping the total system footprint to a minimum.
4. Emphasize that Windows Server 2016 offers two types of containers:
a. Windows server containers, which run through process and user-mode isolation. This form of isolation still involves a base-level sharing of the operating system kernel.
b. Hyper-V containers, which involve a separate container for each virtual machine running in Hyper-V. There is only one container per virtual machine, which means there is a one-to one relationship between the operating system kernel and virtual machine.
5. Use Figure 1-7 to discuss the architecture of Windows server containers versus Hyper-V containers.
Quick Quiz 1

1. Which of the following terms best describes the ability to increase the access to server resources and provide fail-safe services by linking two or more discrete computer systems, so they appear to function as though they are one?
a. Routing

b. Clustering

c. Failover

d. Back-up

Answer: b. Clustering

2. Which feature in Windows Server 2016 was designed to provide a foundation for server computing, particularly in the cloud?
a. Windows Core Server

b. Windows Nano Server

c. Server Manager

d. Windows Powershell
Answer: b. Windows Nano Server
3. Which of the following describes the ability to run two or more programs at the same time?
a. Threading

b. Caching

c. Multitasking

d. Buffering

Answer: c. Multitasking

4. Which type of multitasking in Windows Server 2016 is used to run each program in an area of memory separate from areas used by other programs?
a. Preemptive

b. Non-preemptive

c. Core

d. Kernel 

Answer: a. Preemptive

Planning a Windows Server 2016 Networking Model
1. Define a network as two or more computers linked together. This provides users with the ability to share devices and applications, exchange files, and communicate via email or videoconferencing.
2. Explain the two basic networking models used with Windows Server 2016 and its workstation clients (such as Windows 10): the peer-to-peer model and the server-based model.
3. Briefly mention that peer-to-peer networking focuses on spreading network resource administration among server and non-server members of a network, while server-based networking centralizes the network administration on one or more servers.

Peer-to-Peer Networking

1. Explain that in a peer-to-peer network, workstations are used to share resources such as files and printers and to connect to resources on other computers. No special computer is needed to enable workstations to communicate and share resources. Use Figure 1-9 to illustrate your explanation.

2. Mention that peer-to-peer networking can be effective for very small networks and that security is an issue with peer-to-peer networking because each of the users is responsible for the security of their own resources. 
3. Explain that peer-to-peer networks are generally designed for about 10 workstations or less. They can often experience slow response times because this model is not optimized for multiple users accessing one computer.
4. Describe some of the following disadvantages of peer-to-peer networking:

· Peer-to-peer networking offers only moderate network security. 

· Provides no centralized storage of information for account management.  

· Network management becomes more difficult because there is no point of centralized administrative control.
· Workstation-based peer-to-peer networks can often experience slow response times because this model is not optimized for larger numbers of multiple users accessing one computer.
· On Microsoft networks, a workgroup is several users who share drive and printer resources, and it represents an alternative to organizing resources in a domain.
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Discuss with your students how a peer-to-peer network could be beneficial within a very small organization with limited resources.  



Server-Based Networking
1. Define a server as a single computer that provides extensive multiuser access to network resources. Depending on the hardware, a server can handle hundreds of users at once, providing fast response when delivering the shared resource and less network congestion when multiple workstations access that resource. Use Figure 1-11 to illustrate your explanation.

2. Describe the following advantages of server-based networking, including:

· Users only need to log on once to gain access to network resources.

· Security is stronger.
· All members can share computer files.

· Printers and other resources can be shared.

· All members can have e-mail and send messages to other office members through an e-mail server.

· Software applications can be stored and shared in a central location.

· Important databases can be managed and secured from one computer. 

· All computers can be backed up more easily.

· Computer resource sharing can be arranged to reflect the work patterns of groups within an organization.

· The server administrator can save time when installing software upgrades. 

Protocols for the Windows Server 2016 Networking Model

1. Explain that a protocol consists of guidelines for the following:

· How data is formatted into discrete units called packets and frames

· How packets and frames are transmitted across one or more networks

· How packets and frames are interpreted at the receiving end

2. Define packets and frames as units of data transmitted from a sending computer to a receiving computer.

3. Explain that Windows Server 2016 and its clients primarily use the Transmission Control Protocol/Internet Protocol (TCP/IP), which is actually a suite of protocols and utilities that support communication across LANs and the Internet.

4. Define a local area network (LAN) as a network of computers in relatively close proximity.

	Teaching 

Tip
	
Discuss with your students that TCP/IP is the worldwide protocol of choice. One reason for this is that TCP/IP is the protocol used for Internet communication. TCP/IP is also popular because it is designed as an open standard.




Transmission Control Protocol

1. Explain that the Transmission Control Protocol (TCP) provides for reliable end-to-end delivery of data by controlling data flow.

2. Mention that TCP is also considered a connection-oriented communication because it ensures that packets are delivered, that they are delivered in the right sequence, and that their contents are accurate.

Internet Protocol

1. Explain that Internet Protocol (IP) provides network addressing to ensure data packets quickly reach the correct destination. There are two versions currently in use: IPv4 and IPv6. IPv4 is used by default on most networks.

2. Explain that IP also provides for routing data over different networks. Routing is accomplished by a device called a router. Use Figure 1-12 to illustrate your explanation.

3. Mention that IP also handles fragmenting packets.

4. Define the IP address format as the dotted decimal notation. It is 32 bits long and contains four fields of decimal values representing eight-bit binary octets.

5. Use Figure 1-13 to describe the following types of communications:

a. Unicast

b. Multicast

c. Broadcast

6. Explain that the subnet mask shows the class of addressing used and divides a network into subnetworks or subnets to control network traffic.

7. Describe the following IP address considerations:

a. The network number 127.0.0.0 cannot be assigned to any network. The address 127.0.0.1 is known as the loopback address (see Figure 1-14)

b. No one can use private IP addresses on the Internet; they are designed for use on a private network behind a Network Address Translation (NAT) device (see Table 1-3).

c. You cannot assign a network number to a computer or any other host on the network.

d. You also cannot assign the highest number on a network to a host. This address is interpreted as a broadcast message for the subnet, and all the computers on the subnet would receive the packet.

8. Ask your students to work through Activity 1-4 and practice using the Windows Server 2016 Command Prompt window with the pathping and tracert commands.  

9. Explain that Internet Protocol Version 6 provides a logical growth path from IPv4. New features utilized in IPv6 include the following:

· A 128-bit address capability

· A single address associated with multiple network interfaces

· Address autoconfiguration
· A 40-byte header instead of IPv4’s 20-byte header

· New IP extension headers that can be implemented for special needs, including more routing and security options

· Use of IP security (IPsec) to enhance network security

· More compact and efficient routing capabilities compared to IPv4

10. Explain that IPv6 is designed so that addresses can be configured using a wide range of options. This enables better communications for routing and subnetting.

11. Mention that IPv6 packet can be encrypted for security. IPv6 supports encryption techniques that are compatible with Data Encryption Standard (DES) security.
12. Mention that the downside to using IPv6 encryption is that it can increase the latency of network communications.
13. Describe the differences between static addressing and dynamic addressing.

14. Define the default gateway as the IP address of the router that has a connection to other networks. It is used when the host computer you are trying to contact exists on another network.

15. Define Domain Name System (DNS) as a TCP/IP application protocol that enables a DNS server to resolve (translate) domain and computer names to IP addresses, or IP addresses to domain and computer names.

16. Define NetBIOS names as the primary means of locating computers on a Windows-based network prior to Windows 2000 Server. Windows Internet Naming Service (WINS) is a Windows Server (all versions) service that enables the server to convert NetBIOS workstation names to IP addresses.

17. Define host names as the preferred method of resolving computer names to IP addresses in Windows Server 2016. Dynamic Domain Name System (DDNS) is a modern DNS application that enables client computers to automatically register their IP addresses in DNS without intervention by a user or network administrator.

Physical Addresses and the Address Resolution Protocol

1. Explain that the Address Resolution Protocol (ARP) is used to acquire the physical addresses associated with a computer’s network interface card (NIC).

2. Mention that every NIC has a physical address or media access control (MAC) address.

3. Explain that for computers to communicate with each other; they must know the MAC addresses of each other’s network interface cards. Proper communications using TCP/IP rely on both IP addresses and MAC addresses. Use Figure 1-15 to illustrate your explanation.

4. Have your students practice using the Windows Server 2016 Command Prompt window and ARP command with Activity 1-5.

Implementing TCP/IP in Windows Server 2016
1. Mention that implementing TCP/IP in Windows Server 2016 involves two tasks: verifying it is enabled and configuring it.

Enabling TCP/IP
1. Stress that one of the most essential elements in network setup is understanding how to enable TCP/IP. TCP/IP is the only protocol that is installed by default when you install Windows Server 2016.
2. Explain how to verify that TCP/IP is enabled using Activity 1-6.

Configuring TCP/IP 
1. Mention that two basic approaches can be used to configure the TCP/ IP settings, in Windows Server 2016: static addressing and dynamic addressing.
2. Stress that static addressing for all computers on a network can be time consuming. 
3. Emphasize that when you use static addressing, ensure that all of the parameters are correctly entered to avoid duplicate or conflicting entries that might result in one or more computers that cannot access the network.
Automated Address Configuration

1. Explain that Windows Server 2016 supports two automated addressing approaches. One is Automatic Private IP Addressing (APIPA), which is used to automatically configure the TCP/IP settings for a computer without using a Dynamic Host Configuration Protocol (DHCP) server. The other approach is to use dynamic addressing through the use of a DHCP server.

2. Mention that when a computer that is configured to automatically obtain an IP address is switched on, it tries to find a DHCP server to obtain an IP address. If there is no DHCP server available, the computer automatically assigns itself an IP address from the reserved range of 169.254.0.1 to 169.254.255.254 and a subnet mask of 255.255.0.0.
3. Stress that the main problem with automatic configuration is that the computer can only communicate with other computers on the same network that are also automatically configured.
4. Mention that Automatic configuration can be disabled through the Windows Server 2016 Registry.

5. Highlight that a DHCP server installed and configured on a network can dynamically assign an IP address to all the client computers that are set up to automatically obtain an IP address.
6. Emphasize that the DHCP server can also assign the subnet mask, default gateway, DNS server, and other IP settings.

Quick Quiz 2

1. Which of the following is the IP address of the router that can route packets to outside networks? 
a. Forwarding router

b. Default gateway

c. Default router

d. Outbound IP

Answer: b. Default gateway

2. Which of the following is a Windows Server service that enables the server to convert NetBIOS workstation names to IP addresses?
a. WINS

b. APIPA

c. TCP/IP

d. DHCP

Answer: a. Windows Internet Naming Service (WINS)

3. Which protocol is used to acquire the physical addresses associated with a computer’s network interface card (NIC)?
a. DHCP

b. APIPA

c. ARP

d. UDP

Answer: c. Address Resolution Protocol (ARP)

4. What specific TCP/IP protocol enables a specific type of server to resolve (translate) domain and computer names to IP addresses or IP addresses to domain and computer names? 
a. DHCP

b. DNS

c. APIPA

d. WINS

Answer: b. Domain Name System (DNS)
Class Discussion Topics

1. What are the main characteristics of a network operating system?

2. Compare DHCP with APIPA. What are the benefits of having both of these protocols available within a network? 
3. Why are Domain Name System (DNS) servers critical to domain based networks? 

Additional Projects

1. Ask your students to read an article about how DNS works at http://technet.microsoft.com/en-us/library/cc772774.aspx and write a report summarizing its most important points.

2. APIPA is an alternative to DHCP for small private networks. Ask your students to read more about APIPA and write a report explaining the basic characteristics and functions of APIPA.

3. Have your students research the value of utilizing a Windows Server 2016 Nano Server to create a cloud based server. Why is this specific server type, which utilizes a small footprint, used for datacenters? 
Additional Resources

1. What is new in Windows Server 2016
https://technet.microsoft.com/en-us/windows-server-docs/get-started/what-s-new-in-windows-server-2016
2. Hyper-V

https://www.microsoft.com/en-us/cloud-platform/server-virtualization
3. Symmetric multiprocessing

http://en.wikipedia.org/wiki/Symmetric_multiprocessing
4. Windows Server 2016 Pricing and Licensing
https://www.microsoft.com/en-us/cloud-platform/windows-server-pricing
5. Install Windows Server 2016 Nano Server 
https://technet.microsoft.com/en-us/windows-server-docs/get-started/getting-started-with-nano-server
Key Terms

· .NET Framework An environment that is built into Windows Server 2016 that is used to develop and execute applications.  

· Active Directory A central database of computers, users, shared printers, shared folders, other network resources, and resource groupings that is used to manage a network and enable users to quickly find a particular resource.  

· Address Resolution Protocol (ARP) A protocol in the TCP/IP suite that enables a sending station to determine the MAC or physical address of another station on a network.  

· American National Standards Institute (ANSI) An organization that works to set standards for all types of products, including network equipment.  

· anycast A packet that goes only to the closest interface and does not attempt to reach other interfaces with the same address.  

· Automatic Private IP Addressing (APIPA) Windows Server 2016 supports Automatic Private IP Addressing (APIPA) to automatically configure the TCP/IP settings for a computer. The computer assigns itself an IP address in the range of 169.254.0.1–169.254.255.254, if a DHCP server is not available.  

· broadcast A message sent to all computers on a network (but usually blocked to other networks by a router).  

· client A computer that accesses resources on another computer via a network or direct cable connection.  

· clustering Linking two or more discrete computer systems so they appear to function as though they are one, thus increasing the ability to access server resources and provide fail-safe services.  
· cmdlet A command-line tool available in Windows PowerShell. See Windows PowerShell.  
· connectionless communication Also called a connectionless service, a communication service that provides no checks (or minimal checks) to make sure that data accurately reaches the destination node.  

· connection-oriented communication Also called a connection-oriented service, this service provides several ways to ensure that data is successfully received at the destination, such as requiring an acknowledgement of receipt and using a checksum to make sure the packet or frame contents are accurate.  

· container An operating environment that enables applications to run in an isolated fashion and provides the ability to execute multiple applications on one computer system.  

· Data Encryption Standard (DES) A network symmetric-key encryption standard developed by the National Institute of Standards and Technology (NIST) and the American National Standards Institute (ANSI).  

· default gateway The IP address of the router that has a connection to other networks. The default gateway address is used when the host computer you are trying to contact exists on another network.  

· Desired State Configuration A feature of Windows Server 2016 that enables monitoring of specific server states and roles to ensure that desired server states are not inadvertently altered.  
· domain A grouping of resource objects—for example, servers, computers, and user accounts—  to enable easier centralized management of these objects. On Windows Server 2016 networks, a domain is contained within Active Directory as a higher-level representation of how a business, school, or government agency is organized.  

· Domain Name System (DNS) Also called Domain Name Service, a TCP/IP application protocol that enables a DNS server to resolve (translate) domain and computer names to IP addresses or IP addresses to domain and computer names.  

· dotted decimal notation An addressing technique that uses four octets, such as 10000110.11 011110.01100101.00000101, converted to decimal (e.g., 134.222.101.5) to differentiate individual servers, workstations, and other network devices.  

· dynamic addressing An IP address that is automatically assigned to a client from a general pool of available addresses and that might be assigned each time the client is started, or it might be assigned for a period of days, weeks, months, or longer.  

· Dynamic Domain Name System (DDNS) A form of DNS that enables client computers to update DNS registration information so that this does not have to be done manually. DDNS is often used with DHCP servers to automatically register IP addresses on a DNS server.  

· Dynamic Host Configuration Protocol (DHCP) A network protocol that provides a way for a server to automatically assign an IP address to a workstation on its network.  

· frame A unit of data that is transmitted on a network that contains control and address information, but not routing information.  

· Generic Routing Encapsulation (GRE) tunneling A protocol that encapsulates a packet payload for transport through a private tunnel over a network that goes from one point to another.  One advantage of GRE tunneling is the ability to enable virtual private networks to use a private tunnel over an external network, such as through a wide area network.  

· Hyper-V Virtualization software developed by Microsoft that is included with Windows Server 2016 Standard and Datacenter Editions. See virtualization.  

· Internet Information Services (IIS) A Microsoft Windows Server component that provides Internet, web, FTP, mail, and other services to make the server into a full-featured web server.  
· Internet Protocol (IP) The Internet layer protocol responsible for addressing packets so that they are delivered on the local network or across routers to other networks or subnets.  

· Internet Protocol Version 4 (IPv4) The most commonly used version of IP, which has been in use for many years. IPv4 has a limitation in that it was not designed to anticipate the vast numbers of networks and network users currently in existence.  

· Internet Protocol Version 6 (IPv6) The newest version of IP that is designed for enhanced security and that can handle the addressing needs of growing networks.  

· IP address A logical address assigned to each host on an IP network. It is used to identify a specific host on a specific network.  

· kernel An essential set of programs and computer code that allows a computer operating system to control processor, disk, memory, and other functions central to its basic operation.  

· latency The time it takes for information to travel from the transmitting device to the receiving device.  

· Linux Integration Services (LIS) Services for Hyper-V that support Linux virtual machines and Linux clients.  

· local area network (LAN) A network of computers in relatively close proximity, such as on the same floor or in the same building.  

· logical processor A core within a multi-core processor that can run its own executable threads.  
· media access control (MAC) address Also called a physical or device address, the hexadecimal number permanently assigned to a network interface and used by the MAC sublayer (a communications sublayer for controlling how computers share communications on the same network).  

· multicast A single message is sent from one location and received at several different locations that are subscribed to receive that message.  

· multitasking The capability of a computer to run two or more programs at the same time.  
· multithreading Running several program processes or parts (threads) at the same time.  

· name resolution A process used to translate a computer’s logical or host name into a network address, such as to a dotted decimal address associated with a computer—and vice versa.  
· National Institute of Standards and Technology (NIST) Established by the United States Congress, this agency is a physical science laboratory that works to research and standardize measurements and applied technologies. NIST is part of the U.S. Department of Commerce and was first created to help make U.S. businesses more competitive.  

· NetBIOS name A name or identifier used in older Windows systems to uniquely identify a computer.  

· network A communications system that enables computer users to share computer equipment, software, data, voice, and video transmissions.  

· Network Address Translation (NAT) Sometimes used by firewalls, proxy servers, and routers, NAT translates IP addresses on an internal or local network so that the actual IP addresses cannot be determined on the Internet, because the address seen on the Internet is a decoy address used from a pool of decoy addresses.  

· network interface card (NIC) An adaptor board or device to connect a workstation, server, or other network device to a network medium. The connection can be wired or wireless.  

· packet A unit of data transmitted on a network that contains control and address information as well as routing information.  

· parallel rebuild A Windows Server 2016 feature that enables a failed disk in RAID (a set of disks for redundant storage) to be rebuilt significantly faster.  

· peer-to-peer networking A network on which any computer can communicate with other networked computers on an equal or peer basis without going through an intermediary, such as a server or host.  

· physical processor A processor chip plugged into a processor socket on a motherboard in a computer.  

· preemptive multitasking Running two or more programs simultaneously so that each program runs in an area of memory separate from areas used by other programs. 

· privileged mode A protected memory space allocated for the Windows Server 2016 kernel that cannot be directly accessed by software applications.  

· process A computer program or portion of a program that is currently running. One large program might start several smaller programs or processes.  

· processor socket A receptacle on a computer motherboard into which a processor chip is plugged.  

· protocol A strictly defined set of rules for communication across a network that specifies how networked data is formatted for transmission, how it is transmitted, and how it is interpreted at the receiving end.  

· Registry A database used to store information about the configuration, program setup, devices drivers, and other data important to the setup of Windows operating systems, such as Windows Server 2016.  

· router A device that connects networks, is able to read IP addresses, and can route or forward packets of data to designated networks.  

· script A file of shell commands that are run as a unit within the shell. The shell interprets the commands to the operating system one line at a time. To run the contents of a script, the name of that script usually must be entered at the command line. Scripts save time because commands don’t have to be typed individually by the user. Another advantage is that the users do not have to memorize the exact sequence of a set of commands each time they want to accomplish a certain task.  

· server A single computer that provides extensive multiuser access to network resources.  

· server-based networking A model in which access to the network and resources, and the management of resources, is accomplished through one or more servers.  

· Server Manager A comprehensive server management tool offered through Windows Server 2016.  

· shell A command-line environment, also called a command interpreter, that enables communication with an operating system. Commands that are run within a shell are typically specific to that shell (although different shells sometimes use the same or similar commands, particularly in UNIX and Linux).  

· SQL Server A relational database system from Microsoft that is used to build enterprise databases.  

· static addressing An IP address that is assigned to a client and remains in use until it is manually changed.  

· storage pinning Used with storage tiering to enable you to move specific files to a given storage location and ensure that those files are always kept in that location.  

· storage tiering A Windows Server 2016 feature that allows selected blocks of data to be moved to specific locations, such as to solid state storage instead of disk storage.  

· subnet mask Used to distinguish between the network part and the host part of the IP address and to enable networks to be divided into subnets.  

· symmetric multiprocessor (SMP) computer A computer that uses more than one processor.  
· total cost of ownership (TCO) The cost of installing and maintaining computers and equipment on a network, which includes hardware, software, maintenance, and support costs.  
· Transmission Control Protocol (TCP) This transport protocol, which is part of the TCP/IP suite, establishes communication sessions between networked software application processes and provides for reliable end-to-end delivery of data by controlling data flow.  

· Transmission Control Protocol/Internet Protocol (TCP/IP) The default protocol suite installed with Windows Server 2016 that enables network communication.  

· unicast A message that goes from one single computer to another single computer.  

· User Datagram Protocol (UDP) A connectionless protocol that can be used with IP, instead of TCP.  

· virtual desktop Enables you to run different desktops side-by-side, such as having one desktop working with programming tools and another desktop using server administration tools.  

· virtual machine An instance of a discrete operating system running within virtual server software on one computer. Multiple virtual machines can run within the virtual server software on one computer.  

· virtual processor A logical processor in a computer that is used by a virtual machine.  

· virtual server A computer running virtual server software that enables configuring multiple virtual machines. See virtual machine.  

· virtualization Software that enables one computer to run two or more operating systems that are live at the same time and in which one application running in one operating system does not interfere with an application running in a different operating system.  

· Windows Defender Software available from Microsoft to protect against spyware, adware, viruses, and other malware.  

· Windows Internet Name Service (WINS) A Windows Server service that enables the server to convert NetBIOS computer names to IP addresses for network and Internet communications.  (NetBIOS is an applications programming interface to provide programs with a consistent command set for using network services.)  

· Windows Nano Server An installation option in Windows Server 2016 that provides an even smaller footprint than Windows Server Core and is intended for a remotely administered server in a cloud or datacenter.  

· Windows PowerShell A Windows command-line interface that offers scripting capabilities as well.  

· Windows Server Core A minimum Windows Server 2016 configuration, designed to function in a fashion similar to traditional UNIX and Linux servers by offering a command-line interface and only the minimum services needed to get the job done.  

· workgroup As used in Microsoft networks, a number of users who share drive and printer resources in an independent peer-to-peer relationship.  

· workstation A computer that has its own central processing unit (CPU) and can be used as a stand-alone or network computer for word processing, spreadsheet creation, or other software applications.    
